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Answer ALL Questions
[The figures in the right margin indicate the full marks and corresponding
course outcomes. All portions of each question must be answered sequentially.]
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A global bank notices unusual outgoing traffic from some of its internal servers, |
which may mean a data breach has happened. The incident responSe team quickly
isolates the affected servers, blocks suspicious IP addresses, and temporarily disables
the accounts that may have been hacked. They remove malware and unauthorized
access, fix security weaknesses, and reset passwords. Important evidence, like
system logs, disk copies, and malware samples, 1s collected and analyzed to find out
how the attack happened, how much damage was done, and the main causé. Finally,
Sffuri‘}' rules are updated, employees are trained to prevent future attacks, affected
customers are informed, and a detailed incident report 1s written.
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Compare securnity risk management and incident management, providing | [242]

proper examples. Also, explain the purpose of risk management 1n the context
of these challenges.
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In the scenario, attackers attempt (o use various anti-forensic techniques to hide | [5] |
their activities and mislead investigators during the breach. Now, apply your
knowledge to describe the different types of anti-forensic techniques used by
attackers to hide, destroy, manipulate, or mislead digital evidence.

Relate each action described in the scenario to its corresponding stage in the | [6]
Incident Handling and Response (IH&R) process.

2. | A large e-commerce company in Bangladesh relies on four key systems: an Order
Processing System with moderately likely failure but high financial impact, a
Customer Login & Authentication Service with low likelthood but high impact, a
Warehouse Management Dashboard with medium impact and medium likelihood,

and an outdated Employee Communication Portal with low impact but a higher
chance of failing.

One morning, the SOC team notices abnormal CPU spikes and unauthorized PHP
files on the main web server, and sees it trying to connect to unknown foreign IP CO2
addresses. Firewall logs show multiple outbound attempts, some blocked but some

allowed. The installed antivirus repeatedly warns about a suspicious program acting
like a “fake antivirus,” yet fails to quarantine or delete it. Suspecting a breach, IT
‘colates the server from the network but keeps it powered on to preserve evidence.
During forensic analysis, investigators capture memory and find suspicious processes
encrypting outgoing data continuously, while fragments of enc;ypﬂtgl files on disk are
stored in fixed-size chunks.
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